An Advanced Educational Tool for Digital Forensic Engineering by Cigoj, Primož & Jerman Blažič, Borka
PAPER 
AN ADVANCED EDUCATIONAL TOOL FOR DIGITAL FORENSIC ENGINEERING 
 
An Advanced Educational Tool for 
Digital Forensic Engineering 
http://dx.doi.org/10.3991/ijet.v11i03.5294 
Primo! Cigoj1,2, Borka Jerman Bla!i"2 
1 Jo!ef Stefan International Postgraduate School, Ljubljana, Slovenia 




Abstract—This paper presents a novel approach to educa-
tion in the area of digital forensics based on a multi-
platform cloud-computer infrastructure and an innovative 
computer based tool. The tool is installed and available 
through the cloud-based infrastructure of the Dynamic 
Forensic Education Alliance. Cloud computing provides an 
efficient mechanism for a wide range of services that offer 
real-life environments for teaching and training cybersecu-
rity and digital forensics. The cloud-based infrastructure, 
the virtualized environment and the developed educational 
tool enable the construction of a dynamic e-learning envi-
ronment making the training very close to reality and to 
real-life situations. The paper presents the Dynamic Foren-
sic Digital tool named EduFors and describes the different 
levels of college and university education where the tool is 
introduced and used in the training of future investigators 
of cybercrime events. 
Index Terms—cloud computing, cyber forensic investiga-
tions, digital forensic, dynamic forensics training, education, 
forensic tool, training environment. 
 INTRODUCTION I.
E-learning has now been around for more than 10 years. 
During this time, it has changed from being a radical idea, 
the effectiveness of which was yet to be proven, to some-
thing that is now widely regarded as mainstream in mod-
ern education. It is also considered as being the core of 
numerous business plans and services offered by many 
colleges and universities [1]. Currently, e-learning tends to 
take the form of online courses in a virtualized environ-
ment. These courses differ in terms of technology and 
content, ranging from the resources distributed by MIT's 
OpenCourseWare project [2] to the design of learning 
materials offered by colleges and universities from all 
around the world, frequently acting as basic units for the 
organization of curriculums. The dominant learning tech-
nology employed for the management of e-learning is a 
system that organizes, delivers the online courses, and 
then follows the achievement of the learning objectives; it 
is called the Learning Management System (LMS). This 
piece of software, which is usually part of the university’s 
network infrastructure, has become almost ubiquitous in 
most of the known e-learning environments. There are 
also attempts and practices to introduce blended teaching 
enriched with virtual environments, but this is still not 
widely deployed [3][4]. Other recent technologies, such as 
cloud computing platforms, are not yet heavily exploited 
in the area of e-learning. This is especially the case for 
education in cyber security and in the training of students 
in digital forensic engineering, which is a field associated 
with the fight against cybercrime and cyber terrorism. 
These fields are very specific and require intelligent, 
adaptable approaches that respond to user requirements, 
coming mainly from officers and members of LEAs (law-
enforcement agencies), or private investigators, prosecu-
tors and other cybercrime combatants. Criminal justice 
education, to which the field of digital forensic engineer-
ing belongs, is still conducted in a very traditional manner, 
especially when it comes to capturing digital forensic 
evidence and its subsequent analysis. The training envi-
ronment for computer forensics and the methods for 
fighting cybercrime in most traditional institutions are 
carried out mainly as a static type of training as due to 
tradition they closely follow the traditional approaches in 
the criminal justice curriculum. The practical exercises 
and the challenges presented to the students are usually 
refreshed slowly and are frequently not up-dated with the 
most recent technology applied in cyber space. The exer-
cises that accompany the curriculum are mainly carried 
out in class studying classic examples. The practical work 
is focused on solving a task known as “find the flag”, and 
the flag to be found is always at the same location where 
the training takes place. In real-life situations, the digital 
investigators are faced with much more complex tasks, 
and usually they are forced to use a wide range of methods 
and technologies to solve the problem [5]. This is due to 
the nature of the network technology applications and the 
speed of technological changes in the area of cybercrime 
and cyber terrorism, which remains a challenge that is not 
always well addressed [6].  
Cybercrime attacks and internet use by terrorists en-
compass broad areas of engineering techniques and tech-
nologies, including human-machine interactions within 
complex economic and socio-technical systems [7]. In this 
context the training infrastructures that have been created 
so far usually do not provide the expected support for 
understanding the wide range of different scenarios that 
happen in the real world within the digitally based, sophis-
ticated services and systems. In cases when such support 
is provided, they are often difficult to setup correctly and 
require extensive technical support, expertise and 
knowledge [8]. Together with this, the exercises used in 
the training process are usually abstracted to match the 
pedagogy level of the implemented cybercrime curricu-
lums and the automated assessment of the students’ per-
formance as the resultant feedback that is part of the post-
training assignments. 
This paper describes a novel approach to education and 
training in the area of digital forensic engineering. The 
training is based on the use of a dynamic tool developed 
within the E-Forensics Educational Community that acts 
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within the D-FET project consortium (Digital Forensic 
Education and Training project) and the underlying infra-
structure. The tool is installed and available through the 
cloud-based infrastructure set within the D-FET project 
[9]. It is well-known that cloud computing introduces an 
efficient mechanism for a wide range of services offering 
real-life environments that can be used in the area of cy-
bersecurity and digital forensics, which so far was not 
exploited well enough in this direction. The cloud-based 
infrastructure enables the construction of on-dynamic e-
learning systems and tools, making this training very close 
to reality and to real-life situations [10]. The D-FET pro-
ject is funded in the context of the EU’s ISEC program 
[11] and its main objective is the development of an inno-
vative educational approach in the area of digital foren-
sics.  
The tool we developed creates an ever-changing envi-
ronment that is similar to the real environment in the cy-
bercrime attacks happening on the Internet, allowing the 
training assignments to be generated as instances with 
different levels of task difficulty and to be accommodated 
individually for each of the trainees. 
The paper is organized as follows: the next section in-
troduces the cloud-based infrastructure and the basic fea-
tures of the EduFors tool. The next section describes the 
technical details of the tool and the educational approach 
applied during the training process. The collected experi-
ences of the performed training and the received feedback 
are presented in the fourth section, which is followed by a 
brief discussion and concluding remarks. 
 THE D-FET CLOUD-COMPUTING TRAINING II.
ENVIRONMENT 
The D-FET project is a training environment consisting 
of a virtual cloud-based platform that enables sharing of 
courses among the participating institutions and the use of 
laboratory training material without any restriction regard-
ing the location of the student. The training environment 
is built up from virtual machines that are generated in a 
number depending on the number of enrolled trainees, 
meaning that the number of virtual machines will match 
the need and the requirements of the training. The training 
environment is dynamic and follows the evolving nature 
of the analytical cybercrime methods and approaches, as 
well as the technology development of cyberspace. The D-
FET training environment caters for a range of education-
al levels, enabling education for Information and Commu-
nications Technology (ICT) students and as well as for 
law-enforcement professionals. Currently, the cloud infra-
structure is owned and shared by the higher level educa-
tional institutions of the participating countries (Slovenia, 
UK, Ireland, and Sweden). 
Figure 1 outlines the generalised training infrastructure 
and the approach used in creating real-life-based instances 
of cybercrime attacks or fraud, where an instructor has the 
possibility to generate an active instance for the training 
challenge, such as one related to finding data associated 
with a criminal act on a PC or on a smartphone, both ac-
cessible via the Internet. These active instances are gener-
ally based on known criminal use cases, such as the inves- 
 
Figure 1.  The general training infrastructure 
16 http://www.i-jet.org
PAPER 
AN ADVANCED EDUCATIONAL TOOL FOR DIGITAL FORENSIC ENGINEERING 
 
tigation of a computer for financial fraud, or a denial of 
service, where an investigation must create an evidence 
bag and handle the evidence correctly according to the 
legislative rules, making it credible and intelligible for use 
in a court. The cloud platform contains the incorporated 
educational tool known as EduFors, which is designed to 
provide several cyber forensic images, as instances origi-
nating from an attacked operating system or network serv-
er. Using this tool, multiple instances across the network 
are created and the challenge presented to the trainee is to 
collect the evidence from the criminal attack across a 
number of network-connected devices. The tool then adds 
the required disk instances for selected scenarios of differ-
ent types of criminal acts and prepares them to be ana-
lysed by a known digital forensic tool, such as for exam-
ple the X-Ways software package. These forensic analyti-
cal tools are stored in the Forensics Media Library built 
within the D-FET project and are triggered for use during 
the training process. Another key part of the process ap-
plied in education and training are the integrated metrics 
for the assessment of the trainee’s performance. These 
metrics are related to the following: 
• The time necessary to find the required evidence 
(which is limited in accordance with some pre-
defined difficulty level); 
• The investigation method used; 
• The application of the correct parameters/indicators 
within the applied forensic tool. 
 
Various levels of pedagogy/education are embedded in 
the system, allowing the educator to set different educa-
tional objectives that enable an assessment of the learning 
outcomes expected as results from the adopted training 
learning skills. The pedagogical levels and the educational 
approach follow the basic understandings of the learning 
theories, as defined in the Bloom learning taxonomy, split 









The parameters identifying the factual, conceptual, pro-
cedural and metacognitive learning outcomes are intro-
duced in the assessment part of the educational tool. Here, 
we present only the main training process by providing an 
explanation of the properties of the EduFors tool. 
 THE EDUFORS TOOL III.
 Basic Architecture Description A.
The tool is designed to generate instances based on 
known cybercrime scenarios and to present them to the 
trainee in a virtual environment created by the tool. The 
required levels of skills and understanding to solve the 
challenge are accommodated in such a way to reflect the 
different educational levels intended to be employed in 
training the different trainee groups.  
The EduFors tool consists of two building blocks: the 
front end, which communicates (using an API – Applica-
tion Interface), with the backend part. The latter is respon-
sible for the generation of the instances representing dif-
ferent cybercrime situations. It also manages the training 
process. The front end allows the trainees to enrol in the 
system and to gain access to all the available courses for 
the selected level of education. The appointed administra-
tor of education creates the paths to access the courses, 
gives assignments to trainees and manages the virtual 
machines generated in different platforms that are present 
in the cloud. This part of the system is also responsible for 
the presentation of the log files, the generation of the im-
ages of the attacked operating system and the injection of 
 
Figure 2.  The EduFors forensic virtual machines 
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standardised templates for each of the crime scenarios 
selected for examination by the trainee. The tool manages 
the virtual machines on the remote cloud platforms. Rep-
resentational State Transfer (REST) access is used (REST 
over the HTTP protocol) for communications with the 
remote terminal used by the trainee. The data are ex-
changed in the JSON format.  
The registration of the trainee is possible by direct on-
site registration or via a social network account (e.g. Fa-
cebook). Adding a new course to the system is fairly 
straightforward, as only the title and the description of the 
course must be entered, together with the duration of the 
course, accompanied by the course material. Once the 
trainees are registered and the courses saved in the system, 
the administrator starts the preparation of the virtual fo-
rensic machines. Six combinations of cybercrime scenari-
os are currently available in the EduFors tool, but there are 
plans to add more. Every time the administrator creates a 
new virtual machine for each of the existing scenarios, a 
different dynamic attack is applied to the machine. As 
illustration, Figure 2 shows the list of pre-created virtual 
machines and the available crime scenarios stored on the 
forensic disks, with the crime-attack data that are after-
wards embedded in each template presented to the trainee. 
The dynamic template for each type of criminal attack and 
for each trainee are unique because of the different in-
stances and the injected data prepared by the tool. The 
trainee has the impression of investigating on a real ma-
chine connected to a real IP network. 
Each of the criminal attacks is presented to the trainee 
as a standard template, stored on the virtual machine to-
gether with the respective forensic disk. The templates 
presented to the trainee differ from the templates present-
ed to another trainee in terms of the injected data and the 
required level of skills and knowledge that a particular 
cybercrime case requires for solving, meaning the produc-
tion of relevant evidence and information about the at-
tacker. 
 Training Scenarios and Assignments B.
Currently, the EduFors tool generates dynamic forensic 
templates for the three most frequent cybercrime scenari-
os: phishing, SQL-based data leakage and a distributed 
denial-of-service (DDOS) attack. However, in the next 
version of the tool other cybercrime scenarios will be 
added according to the definition in the ISO standard [13]. 
All of them briefly presented below. 
Phishing. In this scenario, the client Adam discovers 
that his bank account has been compromised using a 
phishing method. The scenario is constructed with the use 
of two virtual machines (A and C) and a bank server. The 
attacker has obtained access to the server C by exploiting 
a weak password protection, as s/he has created a fake 
website imitating the client bank's server. By sending 
forged emails to Adam, and inviting him to access his 
bank, the attacker tricks him into believing that he is actu-
ally accessing his trusted bank website. That causes the 
client A to send personal information to the fake host 
residing on the attacker server C, and misleading him into 
believing that he was exchanging information with the 
bank (server B). The implementation of the phishing sce-
nario and the data capture for forensic analyses require a 
website that retrieves and stores the entered credentials, 
the MySQL database for storing the retrieved credentials 
and various server log files. The log files contain the data 
of the random accesses to the phishing site by the victims 
and by the attacker. The instances and the template data 
are provided by a script written in PHP language. It uses 
two parameters – the test name and the test sequence 
number, for example, "phishing 1". The script then runs 
the attack scenario by picking up a random date for the 
time when the attack occurred. A list of template logs is 
then preloaded from the template folder, which is then 
used to generate the victim logs in the Apache OS and for 
the MySQL log files. This script is executed on a special 
virtual machine with access to the VMware platform from 
the cloud and the respective data storage. The template 
containing attacker relevant data is selected and the tem-
plate placeholders are replaced with randomly selected 
data. These random data are consisting of the IP address, 
the date and the timing when the accesses happened. The 
IP address is unique to the whole log and is not repeated 
for any other victim logs. The populated template, based 
on these data, is then stored within the output file to be 
presented to the trainee. In each training day a random 
number of events can be generated and the range is be-
tween 6 and 24. To make the attacker's footprint slightly 
harder to be found by the trainee, additional data lines are 
added on the top of the log files (e.g. log data about previ-
ous events for several days up to 10). The same is done at 
the end of the log files (for 1 to 10 days). The days are 
generated incrementally and non-incrementally from the 
remainder of the generated log, so the resulting logs are 
listed in chronological order, looking very real and genu-
ine. The generated data are stored in the local MySQL 
database (the attacker's IP address, the date and the hour 
of the attack and the type of scenario). A prepared, empty, 
virtual disk image is copied and mounted as a local file 
system using the libguestfs tool [14]. The prepared logs 
are then injected into the virtual disk image, the virtual 
machine template is cloned on the VMware server and the 
modified disk image is uploaded to the data storage. This 
approach allows for a new virtual machine to be prepared 
for inspection of the next forensic image by another train-
ee. The data prepared for inspection, along with the virtu-
al-machine identification, are then returned as an output 
for the trainee in JSON format. The trainee receives a 
template of Adam's PC and the templates with data from 
the compromised server. In this scenario, the assignment 
given to the trainee consists of the following tasks: 
• find the IP source address of the attacker, 
• explain how the attacker has exploited the bank serv-
er, 
• locate the directory where the fake website of the 
bank is hidden, 
• explain how the attacker stored the required data for 
the phishing scenario, 
• locate the other victims’ IP address(es). 
 
The answers to these assignments are then stored and 
checked for correctness, and an evaluation based on the 
percentage of correct answers is then provided. 
 Data leakage and SQL exploit. In this scenario, a web-
site is the victim of an SQL injection attack. The attacker 
has used the web search bar to access the website’s data-
base. When the administrator of the attacked web server 
comes to the conclusion that the web data are compro-
mised, he immediately contacts the police. The server is 
then disabled to prevent any further exploitation by the 
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attackers and the data from the logs are brought to the 
trainee.
The crime scenario for the data leakage and SQL ex-
ploitation is provided by the same script as for the genera-
tion of the phishing scenario. The differences lay in the 
task generation and the use of different log templates and 
website structures. The websites in the cloud machines 
dedicated for training are modified in a manner to make 
them vulnerable to a SQL injection. The feature allows the 
attacker to run a multi-query MySQL statement, including 
the uploading of a binary file and saving it directly into a 
web-accessible folder. This attack is usually accomplished 
with an open-source tool known as SQLMap, which im-
plements the SQL injection method and allows the execu-
tion of remote SQL statements. Several security features 
of the configured machine dedicated to training must be 
disabled as the most recent OS Ubuntu software versions 
contain patches that protect the OS from identified securi-
ty vulnerabilities (usually known as SQL injection). Some 
of them are: prevention of writing MySQL data into the 
Apache's /var/www/html folder, and removal of the 
MySQL access to the group www-data, etc. The Ubuntu 
OS was also recently upgraded with other security fea-
tures to prevent this type of attack e.g. denial of use of the 
multi-query MySQLi function, which allowed the execu-
tion of additional full SQL statements (as opposed to gen-
erally used, single-query, MySQLi functions that are not 
vulnerable to SQL injection attacks).
The file that generates the template data for this type of 
attack is also a PHP script in the form of a web file allow-
ing simpler uploading of additional scripts. The scenario is 
based on the publicly accessible PHP shell and the script 
known as "cyb3r sh3ll". By exploiting these scripts, the 
attacker can retrieve various types of information from the 
server database. The template presented to the trainee for 
SQL injection attacks provides the specific filenames of 
the attack scripts and the SQL queries that they execute. 
As an addition to the MySQL log, the script also attaches 
the SQL injection query that has executed the attack. The 
assignments for this scenario given to the trainee are the 
following: 
• Decide whether an SQL injection occurred on the 
particular identified server; 
• Identify the IP source address of the attacker; 
• Find which data were compromised; 
• Fix the attacked website. 
 
Distributed Denial-Of-Service (DDOS). A DDOS sce-
nario is implemented in the same way but the log tem-
plates generated for training are different. This attack is 
implemented by simulating a small-scale DDOS attack 
initiated from several machines. Some of them are just
normal  computer-machine  clients,  and others are virtual. 
 
Figure 3.  EduFors process 
iJET ‒ Volume 11, Issue 03, 2016 19
PAPER 
AN ADVANCED EDUCATIONAL TOOL FOR DIGITAL FORENSIC ENGINEERING 
 
The network traffic for the required evidences is captured 
on the victim’s server. The script for this scenario picks a 
random date to indicate the date when the attack has oc-
curred. A list of template logs is then preloaded from the 
template folder to the Apache server log files and present-
ed to the trainee. The assignments given for this type of 
tasks are as follows: 
• Decide whether a DDOS attack has occurred; 
• Identify the IP source address of the attacker(s); 
• Find if a botnet network was involved in the attack; 
• Assess the damage, taking into account the time for 
which the server was disabled; 
 
An illustration of the processes run by the EduFors tool 
during the laboratory training is presented in Figure 3.  
 EDUCATIONAL LEVELS AND LABORATORY IV.
TRAINING 
There are two ways to obtain credit within the D-FET 
educational cloud-platform environment. The first uses the 
provided training material and the tasks set by different 
assignments, which guide the trainee through a set of 
learning outcomes when s/he has absorbed the knowledge 
from the theoretical part of the course and the required 
skills from the training part with the EduFors tool. This 
involves studying the theoretical background provided in 
the context of the selected course(s), the inspection of the 
virtual instances for cybercrime scenarios that are part of a 
particular training package and the solutions of the aligned 
training assignments required in a cybercrime investiga-
tion. The success of the training is evaluated with the 
defined learning metrics. The data required for the as-
sessment are collected after the learning is completed, and 
the achieved transfer of knowledge is inspected by the 
training tool and the answers to the questions from the 
theoretical part. Before the start of the training the trainee 
is asked if s/he has understood the assignments and the 
assessment that will follows after the completion of the 
assignments. The collected feedback from the trainees’ 
results is evaluated using the tool, and the results from the 
theoretical part are used in the final assessment of the 
educational outcomes. 
With the D-FET platform the standard training element 
consists of 3 hours of laboratory practicing in a computer 
lab and a training session, which typically involves an on-
line introduction to a particular lesson(s), followed by the 
interactive practical session with the EduFors tool that 
provides an itemized feedback. This feedback can be then 
used to calculate a credit that is added to a particular train-
ing package if the lecturer decides to do so.  
 
Figure 4.  Assignment for the phishing scenario 
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EduFors is currently used as the training part of courses 
which are part of a classic academic curriculum, e.g. the 
ICT MSc postgraduate level, with the respective academic 
credits. However, during the academic course the EduFors 
tool is available to enrolled students to practice, and the 
itemized feedback provided after the exercise is an infor-
mation that helps the students to assess their progress in 
the learning process.  
The D-FET partners offer academic credits for an MSc 
qualification, based on a pool of modules. The qualifica-
tions that can be achieved by the MSc students are the 
following: 
• Post-graduate certificate, worth 30 ECTS; 
• Post graduate diploma, worth 60 ECTS; 
• Post graduate MSc, worth 90 ECTS, which must in-
clude a dissertation worth 30 ECTS credits. 
 
This list of credits is included in the post-graduate aca-
demic programmes provided at the DFET project institu-
tions, which are: 
• MSc in Advanced Security and Digital Forensics 
(full-time, part-time and distance learning). Consists 
of six teaching modules and a dissertation, Edinburgh 
Napier University (ENU); 
• MSc in Advanced Networking with Information Se-
curity (full-time, part-time and distance learning). 
Consists of six teaching modules and a dissertation 
(ENU, Institut Jozef Stefan, IJS); 
• MSc in Cybercrime (work-based learning). Consists 
of three distance-learning modules, a work-based 
learning module, and a dissertation (ENU); 
• MSc in Information Security, Stockholm University 
(SU). 
 
Each package includes laboratory work composed of 
the assignments generated by the EduFors tool. The as-
signments are presented to the student as a choice of 
available scenarios prepared for a particular educational 
level and the associated laboratory training. The student 
selects a one-by-one scenario as a result, and finishes the 
training after the task assignments have been solved suc-
cessfully (The EduFors example of an assignment is pre-
sented in Figure 4). After the student finishes the assign-
ment tasks, the educator evaluates the parameters provid-
ed by EduFors such as the time spent and the correctness 
of the solved forensic problem(s) to generate the amount 
that will be added to the credits that are being collected for 
the particular course. EduFors collects the following data: 
the time slot between the opening of an assignment and its 
closing, and the time the student has used to accomplish 
the task or to answer the questions. If the time spent for 
solving the tasks is longer than the pre-allocated time for 
each task, the information is acknowledged and the tool 
ads negative point to the scores appointed for correct an-
swers. The allocated time per assignment differs and de-
pends on the difficulty level required for the task solving. 
If 50% of the answers submitted by the student are correct 
and the time is not exceeded, the tool gives a positive 
score. However, this percentage can be changed by the 
educator, depending on his/her requirements regarding the 
study level. For each participant in the training, e.g., the 
trainee, the educator and the administrator, the tool pro-
vides a different dashboard adapted to the different roles 
of the participants, for an easy monitoring of the progress. 
 ASSESSMENT V.
To assess the usefulness of the tool we followed the 
evaluation scheme for teaching and training difficult sub-
jects proposed by El-Zein et al. in their study of blended 
teaching and learning computer programming [3]. Digital 
forensic is considered a difficult subject in the engineering 
education as it requires a good background of the comput-
er OS and networking in addition to analytical skills and 
mind. The students enrolled on the Digital forensic subject 
are expected after successful accomplishment of the 
course to be able to develop good understanding of the 
forensic principles and methods. In addition, by the end of 
the course the students are expected also to acquire skills 
enabling them to perform simple forensic investigation by 
use of forensic software, such as X-Ways, and to decipher 
the output provided by the software.  
After the first year of introduction of the new security 
course entitled Digital Forensic on the postgraduate pro-
gram study of Internet technology it became obvious that 
interactive self-practice Lab exercises are necessary to 
carry out successful education. We have faced in that time 
with the problem of getting appropriate tool for individual 
training. The tool was not found and as a consequence the 
EduFors tool was developed. The situation of having two 
generation of students that enrolled the course allowed us 
a compare the success of the learning outcomes of the two 
generations of students: those who followed the classical 
curriculum with classical Lab exercises and the generation 
that had the possibility to be trained within the virtual 
environment provided over the D-FET infrastructure (now 
available as Cyber Academy [15]). In the first year the 
course was thought in a classic lecturing hall accompanied 
by practical exercise in the computer lab similar to the 
well-known teaching method [16] with installed forensic 
software. The next generation of students were trained 
with the EduFors tool. After the lessons presented at lec-
turing call the students were introduced with the basic 
information about the new virtual environment and the 
availability of the EduFors tool. Support and help was 
provided by assistants who were contacted via e-mail or 
during the open hours of the computer laboratory. Attend-
ance and practicing in the Computer Lab equipped with 
access to the tool after the lessons was voluntary and open 
to all students who wanted to get extra training and sup-
port from the assistants or to get pro-active guidance. The 
main objection issued by the previous generation of stu-
dents was about static appearance of the repeating exam-
ples provided and offered for examination to the forensic 
software. Another objection from the first generation was 
the lack of real cases and their resolving in close to reality 
where cybercrime act happens. The lack of this type of 
experience and understanding of some exam questions 
reflected in weak exam results as 22% of the students 
failed to pass the exam that consisted of theoretical ques-
tions (7 of them) and from (3 of them) practical cases of 
cybercrime attacks or other instance occurring malicious 
act on the network or on the computers. 
The expressed objections and the law rate of exam suc-
cess influenced the decision to design a learning tool that 
should be available on a cloud platform and will simulate 
as much as possible the occurrence of cybercrime attacks. 
In the first year the number of students was not so high (in 
year 2013, (13 students) and in 2014 23), the teaching was 
performed in small, conventional classroom but the train-
ing and practicing was performed in different computer 
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environment. The development of the training tool was 
also stimulated by the new initiative of the three universi-
ties that collaborated in the D-FET project (Dynamic 
Digital Forensic Education and Training, funded by DG 
Imigration and Home. New infrastructure was set up with 
different courses from Cyber Security area with focus on 
Digital Forensic contents. The infrastructure enabled ac-
cess from anywhere and use of the EduFors tool any time. 
Only proper student authentication was required.  
The evaluation of the EduFors tool took place in the 
first semester in 2015 of the school year 2014/2015, more 
exactly in spring 2015. After the accomplishment of the 
course and after the exam were over the students were 
asked to express their opinion about the usability of the 
tool and the easiness it provides for training some of the 
steps of digital forensic investigation procedure. Compari-
son of the surveys carried about with the students from 
year 2013 about Digital Forensic course and the survey 
with the students from year 2014 has shown substantial 
improvements in the course assessment and in the exam 
results. Classical Licker scale was used with as follows: 
• 1 – Strongly disagree 
• 2 – Disagree 
• 3 – Neither agree nor disagree 
• 4 – Agree 
• 5 – Strongly agree  
 
The questions in the student questionnaire and the re-
sults from the first student generation are presented on 
Table I and the results obtained from second student gen-
eration are presented on Table II. The comparison of the 
data from Table I and Table II are shown in on Graph 1, 
where the data the significant difference of the exam suc-
cess rate and evaluation improvement of the course is 
visible and convincing. The assessment score increased by 
26% points.  
It is obvious that the learning objectives of the course 
without training that with EduFors tool were much more 
difficult to be achieved. The first year students were capa-
ble to understand and interpret the products/files of the 
forensic software but they failed to identify the crime 
actor and the source of the cybercrime act which is a ma-
jor goal of any digital forensic investigation. In the second 
year the student failures on the exam fall to only 12% 
compared to 22% of the first generation. So, despite the 
fact that this study has a limited timing of observation and  
TABLE I.  SURVEU OF THE RESULTS FOR 2013 – 13 ANSWERS 
Question Positive Answers 
Negative 
Answers 
% of all posi-
tive answers Satisfaction 
I was satisfied with the time provided for the exam. 7 3 54% 70% 
The providing of instructions was satisfactory. 9 2 69% 82% 
The forensic tool provided the information needed to solve the assignment goals. 1 8 8% 11% 
It was easy to find the results with the provided forensic tool. 9 4 69% 69% 
The exam evaluated various topics of different difficulties.  2 10 15% 16% 
I find myself capable of solving tasks. 9 3 69% 75% 
The hints were useful. 2 10 15% 16% 
The tool was able to retain my attention throughout the test. 3 8 23% 27% 
The tool guided me properly through the whole process of completing the exam. 1 11 7% 8% 
I felt that I have entered the results correctly. 2 11 15% 15% 
The environment to solve the assignment was easy to comprehend. 5 6 38% 45% 
The course stimulated my interest in the topic. 7 4 53% 63% 
I was satisfied with the lecture instructions and the way I achieved desired results. 7 3 53% 70% 
I had a feeling that I will be able to generalize the knowledge and the skills acquired 
during the course. 6 3 46% 66% 
I had sufficient knowledge to solve the assignment. 10 2 76% 83% 
TABLE II.  SURVEY OF THE RESULTS FOR 2014 – 23 ANSWERS 
Question Positive Answers 
Negative 
Answers 
% of all posi-
tive answers Satisfaction 
I was satisfied with the time provided for the exam. 17 4 74% 80% 
The providing of instructions was satisfactory. 19 2 82% 90% 
The forensic tools provided the information needed to solve the assignment goals. 16 5 69% 76% 
It was easy to find the results with the provided forensic tool. 15 7 65% 68% 
The exam evaluated various topics of different difficulties.  16 6 70% 72% 
I find myself capable of solving tasks. 15 7 65% 68% 
The hints were useful. 14 4 61% 78% 
The tool was able to retain my attention throughout the test. 17 4 73% 81% 
The tool guided me properly through the whole process of completing the exam. 15 5 65% 75% 
I felt that I have correctly entered the results. 22 0 95% 100% 
The environment to solve the assignment was easy to comprehend. 14 8 60% 63% 
The course stimulated my interest in the topic. 13 8 56% 61% 
I was satisfied with the lecture instructions and the way I achieved desired results. 14 3 60% 82% 
I had a feeling that I will be able to generalize the knowledge and the skills acquired 
during the course? 15 7 65% 68% 
I had sufficient knowledge to solve the assignment. 19 4 83% 83% 
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data collection, the conclusion still can be drawn that 
despite the increase of the level of difficulty of the exam 
questions (two practical question directly required digital 
forensic investigation report) that the used tool contributed 
to the better results. 
To verify the approach a training course was offered to 
the public expert audience in January 2015 with a shorter 
program but accompanied with a training with EduFors. 
The feedback received enthusiastic and in general most of 
the answers gave very positive comments about the tool. 
 The experts that attended the seminar appreciated the 
EduFors capabilities that enable flexible training as each 
trainee advances in the learning by his own pace and is 
able to learn by invoking relevant additional explanations 
that accompany the lessons lectured in the classroom. 
 CONCLUSION VI.
Teaching digital forensics is a demanding area of edu-
cation as it involves intensive, hands-on exercises that 
require students to follow potentially tedious procedures 
demanding a long and focused attention span. Due to 
these challenges, current forensics courses are often de-
signed for advanced students who are capable of follow-
ing a variety of demanding disciplines from the OS, IP 
networking and traffic monitoring, file system analysis, 
basic web applications or protocols. The knowledge of 
these disciplines is a prerequisite for students of digital 
forensics, so they are capable of absorbing advanced, 
abstract concepts used in discovering acts of cybercrime 
and frauds. The experiments used for training are usually 
tedious, static and are not frequently applied during the 
study. In this paper we have proposed an innovative idea 
to overcome some of the difficulties associated with edu-
cation in digital forensics, based on a successful combina-
tion of visualization technologies and the dynamic genera-
tion instances in a real cloud-based computing environ-
ment. The current experiences point to the conclusion that 
this approach will be very effective in the teaching of 
digital forensics and in other advanced, computer-based 
fields that involve an understanding of abstract concepts 
and hands-on practice. Future work includes upgrading 
the EduFors tool with game elements that will contribute 
to the attractiveness of EduFors applications by serious 
game development in order this tool to trigger more atten-
tion from the learners and educators. We also plan to work 
on a further assessment and evaluation for measuring the 
effectiveness of the presented educational approach. 
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